An asymmetric algorithm is an encryption technique that uses different keys on the process of encryption and decryption. This algorithm uses two keys, public key, and private key. The public key is publicly distributed while the private key is kept confidentially by the user and this key is required at the time of the decryption process. RSA and ElGamal are two algorithms that implement a public key cryptosystem. The strength of this algorithm lies in the bit length used. The degree of difficulty in RSA lies in the factorization of large primes while in ElGamal lies in the calculation of discrete logarithms. After testing, it is proven that RSA performs a faster encryption process than ElGamal. However, ElGamal decryption process is faster than RSA. Both of these algorithms are cryptographic public-key algorithms but have functions in different ways. RSA is a deterministic algorithm while ElGamal is a probabilistic algorithm.
INTRODUCTION
Data security is very important to note especially if it is in the public network [1] - [5] . The data transmitted over the power grid [6] freely so that cryptography techniques must protect the data. An asymmetric algorithm is an algorithm where the encryption key used is different from the decryption key [7] - [10] . It is different from symmetric keys that use the same two keys during encryption and decryption process [11] [12] [13] . The asymmetric key uses two keys, public and private key. RSA and ElGamal both use asymmetric key techniques. The fundamental difference lies in the number of variables used. RSA uses two variables during encryption while ElGamal uses three variables. The RSA algorithm's strength is at the difficulty level in factoring the numbers into a prime factor. The public key "n" is the multiplication of two numbers stored in the variables "p" and "q." The factorization process for determining the value of "p" and "q" depends on the value of "n." If "n" is factored into, then determining the value "m" is easy. Although the value "e" is known, the key calculation "d" is not easy because the "m" value is unknown. The advantages of RSA algorithm is the defense system against various attacks, especially brute force attacks. It is because the decryption complexity can be determined by determining the large "p" and "q" values at the time of the key pair generator process [14] . The result "n" is a considerable number that creates a significant space and this makes RSA resistant to attack. However, the size of the private key that is too large will result in a reasonably slow decryption process, especially for large message sizes. Therefore, RSA is commonly used to encrypt small messages such as password encryption and pin number.
Unlike the ElGamal algorithm, this algorithm performs the encryption process on the plaintext blocks which then produces the ciphertext blocks. These hypertext blocks will be decrypted again, and the result is then merged into the original plaintext. The security of the ElGamal algorithm lies in the difficulty of calculating discrete logarithms on large prime modulo [15] . Solving this logarithm problem is a difficult thing to solve. The advantage of the ElGamal algorithm is the generation of keys using discrete logarithms. Encryption and decryption techniques use a large computing process so that the encryption results are twice the size of the original size. The disadvantage of this algorithm is that it requires a tremendous resource because the resulting ciphertext is twice the length of the plaintext and requires a processor capable of performing extensive computations for massive logarithmic calculations. This research tries to analyze which algorithm is better in doing the process of encryption and decryption.
LITERATURE REVIEW

Comparative Study of DES, 3DES, AES and RSA
The exchange of data through the internet and other types of media is beneficial for people in exchanging information [16] [17] . Information delivery is speedy. It requires system protection against security attacks [18] . Many methods can be used to send data on time. The authors declare cryptography is a viable method to provide security mechanisms in real-time [19] [20] [21] . Cryptography is used to conceal information from wild parties. Their study analyze the DES, 3DES, AES and RSA algorithms regarding their ability to secure data protected from attacks. The speed and effectiveness of securing the data will also be tested [22] [23] .
This section analyzes the symmetric algorithms (DES, 3DES, AES), and RSA algorithms and their performance in encrypting input files of various content and sizes. Some of the factors that influence the results of the analysis are as follows.
• Size. Each algorithm requires different memory capacities to operate. This requirement is determined by the size of the plaintext, the number of rounds, etc. An algorithm is good if by using a small memory, the algorithm can process plaintext smoothly and quickly.
• Time. It is the amount of time required by the algorithm to complete the encryption and decryption process. The speed of the processor and the complexity of the algorithm will affect the performance of the algorithm.
• Throughput-Throughput algorithm on encryption and decryption is obtained by dividing the plaintext by the total time.
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The test result states that AES is better than other algorithms both in the number of request processes per second in different user loads as well as response times. AES has better performance and safety despite higher power consumption of RSA and Triple DES. DES has less power consumption than AES. The front DES has the most vulnerable security and can be easily solved by brute force attacks in just fifteen hours. A 128-bit AES key has comparable strength with RSA 2600-bit keys. It makes AES the best among the algorithms compared.
A Review on Public Key Encryption Algorithm
Computer security serves to maintain the integrity, availability, and confidentiality of information systems resources from wild parties [24] [25] . The authenticity and correctness of the sent message must be completed so that the recipient receives the message as it is sent. What is worried is that during the sending of messages there is a modification of the message. Data privacy needs to be kept confidential especially in companies that have country data. RSA is an algorithm that can maintain data confidentiality at the time of authentication delivery. RSA has dynamic keys that can vary each time according to the generation of the key [14] [26].
Hung-Min Sun's [27] research tries to modify RSA using a dual system. This system serves to reduce the need for key storage. The author says that the disadvantage of RSA dual-systems is the computational complexity of the key generation algorithms are also optimized.
Taher ElGamal proposed a signature scheme based on discrete logarithms. He has implemented Diffie-Hellman key distribution scheme to generate the public key for encryption and decryption processes. The strength depends on the difficulty of computing discrete logarithms over finite fields. The larger the number used, the harder the discrete logarithms is solved [15] .
RESULT AND DISCUSSION
This section of the researcher tries to compare the two algorithms and find out which algorithm is faster and look for the advantages of each algorithm.
Key Generation
RSA produces six variables (P, Q, N, φ, E, D) at the time of key generation. Variables "N"
and "E" are keys used for encryption and "N," and "D" are keys used for decryption. ElGamal produces four variables (P, G, X, Y) at the time of key generation. Variables "P," "G," and "Y" are used during the encryption process while variables "P" and "X" are used during the decryption process. The following example is RSA and ElGamal key generation. RSA and ElGamal have relatively the same time in the key generation. Generating a key does not take long for a number that is not so large. RSA and ElGamal take longer to generate 2048 bit keys because the calculation result must have modular expression.
Encryption
In the encryption section, the plaintext tested is "UNIVERSITY." This word will be encrypted according to the key to being raised. Several keys are made with different key lengths. 
Decryption
The decryption process will return ciphertext to plaintext. The following is the decryption process of the RSA and ElGamal algorithms. 
CONCLUSION
The encryption and decryption time of the RSA algorithm is better than the ElGamal algorithm. Ciphertext RSA has fewer numbers than ElGamal algorithm. The ElGamal algorithm has a ciphertext pair. Each encrypted plaintext will generate two ciphertext values. RSA algorithm and ElGamal algorithm are asymmetric algorithms which have different formulas for encryption and decryption. RSA algorithm is faster than ElGamal algorithm. Regarding security, the ElGamal algorithm will be more challenging to solve than the RSA algorithm because ElGamal has a complicated calculation to solve discrete logarithms.
